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3.1.1 PHP

The PHP Group I2 &> TIIa =T A R—ATHAINTWE ATV Y —XONHTB T 5
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3.1.2 JavaScript
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ADHEA 7 4 —AI1Z1 or ' =1 EWI XFEREFLURERIZ, YATATIE IFD X 57 sql
XEFITS B,

SELECT user_id,password FROM users WHERE user_id="1" or '’ = 'I’- AND pass-

word="$password’;

9. SELECT user_id,password FROM users WHERE user_id="1" or '’ = ’1’ ®#B43> Tl,
userid 231 9 1 31U RS EHE WS KR D THRIIBTEIZARD, ZOHDGETIET—
TLAHDTARTDOL I— AR LTESNTLES, £/, MySQL TIZ- I3 AV b7 Y
FEUTHEAINDEDTELED sql WIFWHEINE, 071 VRBHLEDY — AT —=RiFLa—RF»
Mo TL BNEIPTRIFEZ L TWBEDTIDHTIEB T A VERIENTETLX S,
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D, INTZTRARIET 72 AL Vo ZBEOREIN AR =D~y F 2 7% [T 558N
ZZHINTED, BMEPHL < RoTWVW5,
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TIIVIEHETH S,
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3.3.2 XSS

XSS(ZBAYA N A2 TT 4 v D) iE, WBEPATINEIZ, A2V T MDY v 7 212
FOREMHIT, WEHLRDZA-—PDR-TREEZFETTSHL, X2V T+ ICHED D 5
DU 7Y A MU, MEFEEEZFHALZER 2R > 2FITNEVREENZEBENFETINIL
BRETHD 9, HlZIX UFDEIRAZ Y T MZE>T, Cookie lZHldiAEhizty ¥ ay
B OMEEREZ, WENTLE S,

<script>
location.href = "http://FEEDH 5P 1 b /getCookie.cgi?cookie=" + document.cookie;
<script>

3.3.3 JUvioTwvExuy

IV Iy FUTHBEL I, A-FEHRWER L CEFHICRA 27z 7 R=Y EDOa VT
YYER IV IZIE, BIOU TRV DAVTUVEIVY IIEIHEDI L THD (X3.3),
ZTOFRER, =R RETE2O2H0DRNT TNV —IFREAHIESNZD, BERLRWE
WEBHITONZDTEHREDWERZIT 5 AREMEL D 5 [10],
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#3.1: Ny ¥ afbFEO/NAT — R
INAT =R Ny Y afbFEADISAT — R
akicanl9 $2y$10$aCPMH7 J30CR3qowFGENX4ee5pFZQf6bKm/HAduCS1Kf6w7d4N1Q602
password $2y$10$y5CsiP9mb03cEuSafrJBq. ewdrxnx30TJ1alTv6tc8auMI9ygzyve
Sasaki $2y$10$zLGCcf j JU110McEFmvWKteBvREGhNJCur9NyIwcbx76e4Lt1PDG76
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EMAONE72D, script L UTENET S Z L 2SI ENTES, KAVATLTIE, ZAT—7
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X-Frame-Options (&, HTTP ® L AR ¥ A~y X T, frame & F 7213 iframe E3E T Web R —
VERRIEDZILEHFATENENEECTELMHMATHS, ZONY XEHHT ST,
DY A T frame BHE F 7214 iframe BHE ETHAAEFEZWR=—V 2RI HZ D TE S,

3.5 ZFHIFHROERE
BB ZM34DEDIZHEELTWS,

/M AB

Suserid[] = 'C1160818";

Susername(] = AR AK2E';

$hash[] = '$2y$10$MeurUIzg8gzCHKYkDMrz/.9/3eq2qx|.GyBFy65F8BFym2/YS67dq’;
// 2AB

$userid([] = 'C1000000";

$username(] = 'TRA L21—H";

$hash(] = '$2y$10$Jb/beQEUPERIYRyzsZUcT.9U9qgsLgQLOXQXaKJrjllQwRreTkKns6';

X 3.4: 32— YR

userid IZFFER S % A, username [ZFEDLHT 2 AN T\W5S, hash 1Z1%., 3.4.1 T#HAAL 7=
HIETHAY Y afbLzd D2 ANTWE, ANINZNAT — RXFH Ny ¥ afbiFADINA
J—REBBELOSA VN TELXDIZLTNWES,

3.6 HEBEISIATLA

HEERL Y AT I (K13.5) Tldk, MEERTOHABIIAELLBIIBTA VET DI L 2HiRRICY
AT LS ERTRSTWE, 72, FHEZE BHHDAY— T N1 ZAD GPS €Y a2 —)L% ON
ZU, D, MEWERT 7 AZREDT TVIZREO TSI L EHRE LTS, BT A VA
EEIZfTbhd &, fLEFREZIET 5,

WERZ 2 Md 2 & THREL T EBIREZIE LT 5, 02710 & LZRHCZEUS U 72 00E
R e HE AR R V2 MU 72 BICHE Ui 20 EE#RE AR5, FAEDEPRE %1775 72T
MEHRPEEI NS &, HERRE 25, KETIE, BERME?P 105 2L B>TW0W5H772H, H
JERR VMU THS 105 #HED L HER T 725,



18

H3E VAT LADRF

I

HEEEY AT A
ERAKBE A

HERY VR UTHEZTVWERLELS
S

X 3.5: HREEELY A5 A D i



F4E EER

HEEBLY 2T ADMHFHERZIT S,

4.1 ERIRIE
EEREEE A DI FIZ 2,

4.1.1 EERIEFR
EERITIE, A¥D 203 R (W 4.1) 2EVEREITS,

e

X 4.1: EERZ1T72 572 203 HE D HELY ¥

4.1.2 FARENAIIEHEKR
FER M 5 72BN ILIRR L ENALBERDON—Y 3 VIZTOEY Th 5,



H
W
1
M
=

20

1. MacBook Pro (13-inch, 2019, Two Thunderbolt 3 ports)
MacOS Mojave 10.14.6

2. SONY Xperia X Compact SO-02J
Android N—Y 3 > 8.0.0

3. ASUS ZenFone 5 (ZE620KL)
Android N —Y =3 » 8
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1. FEERIEFRNL., AFOFZENR 105 02T 5,
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3. ViR 3 B RHURIE 2T R o AR L RE U, FERR I BEIMNTED, LB
WEAELZ 2D, MEHRIEZ LD 2R S,

4. 105 08, HENRET T2 /5,

Ui 1,3 1EARET VPN i 9 5 Z L CHEAT 5 Z LA TE SR LANMA R, FHELR LAN)
AL, WA2ENTT KIa€D SIM A— K2\, NTT Ka€D LAN 29 5, ¥k 2
X, ETOFERENER LAN 2425 I3RS 2020 F ¥V 7 LAN 2 H UERZ2ITS,

4.3 ERER
UA 1,2 1k, 105 DA EEHRZ IS Ukild, HEZE T35 2 BN TE 72 (K4.2),

3
rd.quicca.com ODAR
wrEAET LE L SEAET LT
OK
|
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